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Infrastructure Convergence

The workflow convergence means that:

● Converging VM management into container management workflows

● Using same tooling (kubectl) for containers and Virtual Machines

● Keeping the declarative API for VM management (just like Pods, deployments, etc)
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KubeVirt Overview
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Networking PoV of KubeVirt Pod today
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(init netns, e.g. Cilium
 in kube-system)

(k8s Pod with VM,
 own netns)

(actual VM with
 workload inside)

img: kubevirt.io



qemu’s AF_XDP backend
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https://gitlab.com/qemu-project/qemu/-/commit/cb039ef3d9e3112da01e1ecd9b136ac9809ef733


qemu’s AF_XDP backend
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Usage example:

 -device virtio-net-pci,netdev=guest1,mac=00:16:35:AF:AA:5C 

 -netdev af-xdp,ifname=ens6f1np1,id=guest1,mode=native,queues=2,start-queue=14



Could KubeVirt benefit from qemu’s AF_XDP backend?
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● KubeVirt Pods are in their own netns, like regular Pods

● AF_XDP support from inside netns very limited

● Only supported by veth, but performance is slow (hearsay)



netkitrx/tx queue pair

Cilium Datapath for accelerating KubeVirt

Host

- kubelet
Pod

10

         (netns)- cilium-agent
- cilium-cni plugin

VM (KubeVirt)

rx/tx queue pair  netkit

Idea:

- Reserve a set of RX/TX queue pairs
  from phys dev and bind to netkit

- Set up RSS context to steer traffic
  to the queue set

- netkit then implements ndo’s
  in order to set up AF_XDP ring
  buffers for the set of queues

- Allowing native AF_XDP
  performance & still be able to 
  enforce policy/introspect/etc via
  BPF controlled from host
  (no need for SRIOV then)
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netkit PoC for AF_XDP
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Workflow example:

- Control plane (e.g. Cilium) slices NIC to reserve 
  RX/TX queue pairs for netkit / KubeVirt Pod



netkit PoC for AF_XDP
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Workflow example:
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  RX/TX queue pairs for netkit / KubeVirt Pod



netkit PoC for AF_XDP
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Workflow example:

- Control plane (e.g. Cilium) slices NIC to reserve 
  RX/TX queue pairs for netkit / KubeVirt Pod
- Once IPAM is done, we set up steering rules for 
  the VM’s IPv4/6 address to the new RSS context
  (small mlx5 fix was needed to make it work)

https://web.git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?id=3865bec60683b86d39a5d8d6c34a1d269adaa84c
https://web.git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?id=3865bec60683b86d39a5d8d6c34a1d269adaa84c


netkit PoC for AF_XDP
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Workflow example:

- Control plane (e.g. Cilium) slices NIC to reserve 
  RX/TX queue pairs for netkit / KubeVirt Pod
- Once IPAM is done, we set up steering rules for 
  the VM’s IPv4/6 address to the new RSS context
  (small mlx5 fix was needed to make it work)
- Cilium’s CNI plugin sets up netkit bound with 
  lower device & queue pairs, then moves peer
  into target netns

https://web.git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?id=3865bec60683b86d39a5d8d6c34a1d269adaa84c


netkit PoC for AF_XDP
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UAPI extension:

- New lower dev attribute with ifindex and
  queue pair range to keep it simple



netkit PoC for AF_XDP
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ndo_bpf:

- Only allows the setup of xsk pools
- No actual XDP prog attachment



netkit PoC for AF_XDP
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ndo_xsk_wakeup:

- Simple pass-through to lower
  device for the set of queues



netkit PoC for AF_XDP
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3 new ndo’s needed for custom pool binding:

- netkit implements these to bind pool to lower device



netkit PoC for AF_XDP
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Example ndo for pool registration:

- The get/clear pool callbacks follow similar model
  to manage pool association with lower device



Future work: qemu
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Attachment handling:

Short-term: ‘map-path=/xyz’  would be useful in future to bind mount 
bpf map into KubeVirt Pod . Mid term: Do we even need XDP prog?



Future work: XDP API redesign
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XDP API overhaul:

- XDP bpf_mprog conversion
- Unlocking multi-user attachments in general for native XDP

- Per-queue/queue set XDP bpf_mprog
- Different programs for different queues (or RSS context)

- AF_XDP receive & transmit-side hook
- Policy enforcement and introspection for VM traffic for RX and TX side

Same UAPI as tcx, additional parameter: queue_id or rss_context (default 0)?
Flagged as NETDEV_XDP_ACT_MPROG capability (initial support mlx5/ice?)
Old netlink API can route the request through the new API if capability set
Deprecate generic XDP along the way?



Future work: netkit
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Depends on XDP API overhaul work:

- Similar to netkit/tcx programs, allow XDP program attachment from the 
  primary netkit device for all AF_XDP ingress/egress traffic
- netkit peer device cannot manage attachments



Future work: netkit
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Depends on XDP API overhaul work:

- Similar to netkit/tcx programs, allow XDP program attachment from the 
  primary netkit device for all AF_XDP ingress/egress traffic
- netkit peer device cannot manage attachments

Even further out in future (netkit as phys NIC slice):

- Full reservation of NIC queues also outside of AF_XDP
- BPF still controls ingress/egress traffic into Pod on peer device,
  managed via primary netkit device
- Fully dedicated NIC queues in particular for latency sensitive applications



Future work: AF_XDP performance features
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From qemu commit, native AF_XDP vs copy/skb mode:



Future work: AF_XDP performance features
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From qemu commit, current limitations:



Thanks! Questions?
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netkit PoC: https://github.com/cilium/linux/commits/pr/netkit-xdp/ 

https://github.com/cilium/linux/commits/pr/netkit-xdp/

