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Motivation

● Make Tetragon “agentless”: enforcement & observability can continue without 
the user space agent.

● Great from a cpu/mem perspective that only BPF progs runs.

● If not observability event, send heartbeat messages through network.

● Replace logging libraries via ring buffers
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Tetragon bpf_netpoll use case

From Splicing BPF maps to the NIC at LSF/MM/BPF 2025 in Montreal (last year)
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A bit of context on doing this

● At LSF/MM/BPF 25 we presented the motivation.

● We initially thought about using vmsplice & splice (or iouring) to map 
memory region to pipe/file/network but it appeared to be quite unpopular. 
Presented some PoC hacks.

● Audience pointed using the netconsole infra as a first step.
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What is netpoll?

● Netpoll is the kernel infrastructure behind netconsole, it allows to send packet 
from any context, bypassing the normal network stack.

● Looks ideal from a BPF context & no recursion event from network progs.

● First version of patch set sent available on the mailing list: 
https://lore.kernel.org/bpf/20260309131635.302424-1-mahe.tardy@gmail.com/
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How does bpf_netpoll works?

● Similar implementation to the bpf_crypto 
kfuncs: bpf_netpoll_create() & 
bpf_netpoll_[acquire|release]()

● Typically call bpf_netpoll_create 
with struct bpf_netpoll_opts 
opts which contains dev, local port/IP, 
remote port/IP and mac.

● The bpf_netpoll_create returns a  
struct bpf_netpoll * to reuse with 
bpf_netpoll_send_udp when sending 
data.
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How does bpf_netpoll works?
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Tetragon bpf_netpoll use case
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9
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Tetragon bpf_netpoll use case

Host

VM

bpf progs

user

kernel

network device
tcpdump

11:03:41.908674 IP 10.0.0.2.45268 > 10.0.0.2.12345: UDP, length 100
0x0000:  4500 0080 6b97 4000 3f11 bbd2 0a00 0002  E...k.@.?.......
0x0010:  0a00 0002 b0d4 3039 006c 1481 0000 0000  ......09.l......
0x0020:  2f75 7372 2f62 696e 2f63 6174 0000 0000  /usr/bin/cat....
0x0030:  0000 0000 0000 0000 0000 0000 0000 0000  ................
0x0040:  2f65 7463 2f73 6861 646f 7700 0000 0000  /etc/shadow.....

netpol send
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Tetragon bpf_netpoll use case

● See the demo!
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This can be combined with bpf_crypto

● Combined with bpf_crypto kfuncs we can send encrypted UDP packet from 
the BPF progs without any agents.

● See the demo!
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Fresh patch
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